Biological cell membranes contain various types of ion channels and transmembrane pores in the 1-100 nm range, which are vital for cellular function. Individual channels can be probed electrically, as demonstrated by Neher and Sakmann in 1976 using the patch-clamp technique [Neher and Sakmann (1976) Nature 260, [799][800][801][802]. Since the 1990s, this work has inspired the use of protein or solid-state nanopores as inexpensive and ultrafast sensors for the detection of biomolecules, including DNA, RNA and proteins, but with particular focus on DNA sequencing. Solid-state nanopores in particular have the advantage that the pore size can be tailored to the analyte in question and that they can be modified using semi-conductor processing technology. This establishes solid-state nanopores as a new class of single-molecule biosensor devices, in some cases with submolecular resolution. In the present review, we discuss a few of the most important recent developments in this field and how they might be applied to studying protein-protein and protein-DNA interactions or in the context of ultra-fast DNA sequencing.
Introduction
Biological cell membranes contain various types of ion channels and transmembrane pores in the 1-100 nm range, which are vital for cellular function. Individual channels can be probed electrically, as demonstrated by Neher and Sakmann in 1976 [1] using the patch-clamp technique. Since the 1990s, this work has inspired the use of protein or solid-state nanopores as inexpensive and ultrafast sensors for the detection of biomolecules, including DNA, RNA and proteins, but with particular focus on DNA sequencing [2, 3] . The basic principle behind this novel biosensor is relatively simple: the nanopore membrane separates an electrolytefilled cell into two compartments, which are connected through a single or small number of well-defined nanopores. Each compartment contains at least one electrode, typically a silver/silver chloride electrode immersed in a chloridecontaining solution. Upon application of a bias voltage, an ion current starts to flow due to the conversion of silver and silver chloride at the anode and cathode respectively. The steady-state current depends on the dimensions of the nanopore, the conductivity of the electrode and the bias voltage; surface effects become important for small nanopores. According to Ohm's law, at constant applied bias voltage, the potential fall in the cell is largest at the nanopore, since the nanopore resistance R pore is typically large compared with the solution resistances R s . With a membrane thickness of the order 100 nm, this means that the local electric field 1 V bias is approximately 10 7 V/m. This field is the driving force for the transport of charged species through the pore ('translocation'). In a simple volumeexclusion model, a translocating biomolecule blocks part of the pore volume and thus reduces the number of ions transported in a given time. The ion current is decreased as long as the biopolymer resides inside the pore and returns to the 'open pore' value immediately after it leaves [4] [5] [6] (Figure 1a) . More accurate models take into account the charge of the translocating biomolecule, relative to the electrolyte, and conformational effects, as well as surface interactions. Interestingly, translocation can also lead to an increase in the pore current, if the biomolecule is highly charged and the electrolyte concentration is low [7] . If the nanopore is small enough, a biopolymer such as DNA is forced into a linear configuration, which may be exploited for single-biopolymer analysis with potentially submolecular resolution [7] (see below).
Detection of DNA translocation through solid-state nanopores was first demonstrated by Li et al. [8] for 500-bp DNA fragments. The nanopores were fabricated by ion beam sculpting into Si 3 N 4 membranes. Further studies showed that information about DNA length, structure and conformation could be extracted from the associated current blockades [5, 9, 10] .
In addition, biological and solid-state nanopores allow discrimination of different nucleic acids, ss (single-stranded) DNA and ds (double-stranded) DNA [11] [12] [13] [14] , unzipping dsDNA and hairpins [15, 16] , as well as determining the folding state of dsDNA [5, 9, 10, 14] . (c) Protein-DNA complex; free dsDNA and RecA protein coating on dsDNA could be detected with 20-30 Si 3 N 4 pores [39] . (d) Protein-protein complex: IgG and ovalbumin (OA) translocation through the nanopore caused high and low ionic current blockage levels respectively, whereas β-hCG could not be detected when translocating through the same nanopore. It was suggested that translocation of the IgG-β-hCG complex is too fast to be detected because of an increased electrophoretic mobility of the bound antibody at low pH. Addition of β-hCG to the solution containing the mixture of IgG and ovalbumin decreased the translocation frequency of IgG, which indicates binding of IgG and β-hCG [38] .
In 2007, Li and co-workers were the first to demonstrate protein translocation through solid-state nanopores using negatively charged BSA [17] (Figure 2b ). They confirmed that the relative charge and size of protein molecules could be estimated from the amplitude of the current blockage, the duration of the translocation event and the charge transferred. Subsequent work also showed that protein denaturation in the presence of guanidium chloride could be detected using Si 3 N 4 nanopores [18] [19] [20] . Metallic nanopores have been used for DNA translocation experiments recently, which holds interesting prospects for externally modulating the charge on the pore surface (by applying an external potential) and surface modification (by self-assembled monolayers) [21, 22] . Both aspects may be exploited for controlling the translocation process or for detecting stochastic binding to the nanopore surface [23] .
However, apart from difficulties in controlling the dynamics of the translocation process (e.g. speed or molecular configuration), the lack of spatial resolution and molecular specificity has proven to be a significant shortcoming, hampering the application of nanopore sensors in gene profiling or DNA sequencing, for example. To this end, several approaches are currently under development aiming to overcome these issues, which is the focus of the present review. The interested reader is referred to the review by Howorka and Siwy [24] for a more comprehensive overview of nanopore sensing as a field.
Solid-state nanopores as sensors with submolecular resolution
DNA sequencing-by-tunnelling in a nanopore One way to improve both the spatial resolution and specificity of nanopore sensors may be to replace the ion current as a probe by the tunnelling current, for example in the configuration shown in Figure 3 . A pair of electrodes with a gap smaller than 5 nm and aligned with the pore opening then serves as the 'read head', while DNA passes through the pore. Tunnelling is a quantum-mechanical effect, which rests on subtle electronic orbital interactions between two closely spaced electrodes, mediated by the molecular medium in between. The latter provides some degree of molecular specificity. In the so-called coherent tunnelling regime, the tunnelling current has a characteristic decay length of ∼1 nm. This ultimately results in high spatial resolution [cf. STM (scanning tunnelling microscopy)], because even closely spaced features may be resolved with subnanometre resolution. The combination of both features, i.e. high spatial resolution and electronic specificity, may thus help to address the two issues mentioned above.
The notion of 'sequencing-by-tunnelling' is supported by theoretical work by Zwolak and Di Ventra [25] , and experimental results from the Lindsay and Kawai groups using STM and mechanical break-junctions [26] [27] [28] [29] , demonstrating that: (i) individual DNA bases can be distinguished on the basis of their tunnelling conductance [26, 30] , provided that there is a well-defined baseelectrode interaction (recognition tunnelling); (ii) the bases remain electronically distinct, even when part of an oligonucleotide [31] ; (iii) individual bases within short DNA oligomers can be identified, which is another important step towards DNA sequencing-by-tunnelling [27, 28] ; and (iv) differentiation of methylated and non-methylated cytosine has been shown, opening up perspectives of epigenetic profiling [28] . Integration into a high-throughput platform (such as nanopore sensors) is an important pre-requisite for commercial applications in sequencing or diagnostics. This is not trivial from the device engineering point of view, e.g. it would require close alignment between the nanopore and the electrode junction with nanometre precision. However, this has recently been achieved by Ivanov et al. [32] , who were the first to demonstrate concurrent detection of dsDNA by ion and tunnelling current.
Nevertheless, although many elements of a sequencingby-tunnelling technology have been implemented, significant challenges still lay ahead. These include controlling the speed of the translocation process and the interaction of the biopolymer with the electrode junction, developing sufficiently fast and sensitive electronics to resolve each base, and improving the statistical significance of the detection events, thus reducing the error rate. Resolving these is not trivial, but the prospects are very attractive, in that the approach is label-free and the same device platform could also be used to detect other biologically relevant molecules, such as RNA or protein fragments.
Nanopore sensing with ultra-thin membranes: graphene
Graphene is a semi-metallic material with atomic scale thickness, just 0.6 nm. With excellent mechanical properties, high electrical conductivity in the graphene plane, but surprisingly insulating to ion transport across, graphene appears to be an attractive material for nanopore-based sensing of biomolecules and potentially even label-free DNA sequencing [33] [34] [35] . DNA translocation through single-or multi-layer graphene nanopores has been reported recently and independently by several research groups [33, 35, 36] . The graphene sheet is mounted across a larger, typically micrometre-sized, opening in an Si 3 N 4 template; the pore is then drilled in the conventional way using a focused electron (or ion) beam. Given the atomic-scale thickness of the graphene membrane of approximately 0.6 nm, which is shorter than two neighbouring nucleotides in a DNA strand, it is conceivable that a graphene-based device may be able to distinguish individual bases by ion current modulation. Alternatively, the in-plane conductivity of the graphene itself may be exploited as a probe, if translocating analytes modulate the potential distribution at the circumference of the nanopore, say in a narrow strip of graphene [34, 37] . However, so far, DNA translocation experiments through graphene pores have failed to provide sufficient resolution for sequencing applications and the high translocation speed makes electronic readout difficult. Note that in the case of graphene, the pore resistance is limited by the so-called access resistance at the pore, not by the pore channel itself (which is extremely short). Merchant et al. [33] point out that the capacitive noise of unmodified graphene membranes is in fact worse than for other solid-state membranes, thus limiting the bandwidth/resolution of the device. However, they demonstrate that depositing TiO 2 on to the graphene layer can reduce this noise significantly [33] .
Sensing protein-DNA interactions
Exploiting protein-DNA or protein-protein interactions are a third way of resolving submolecular detail, for example with a view to detecting particular sequences or base modifications along the DNA strand with antibodies or PNA (peptide nucleic acid) labels. It may also shed light on mechanistic details of biological processes (see below). The requirements on the spatial resolution of the nanopore sensor are less stringent and perhaps an order of magnitude lower than in the case of DNA sequencing. Hence conventional nanopore sensors may be used, with two strategies being most common. The first technique is based on the modification of the pore walls themselves, e.g. with a 'bait' protein. During translocation, DNA interacts with the bait protein, modulating the current signal in a characteristic way. The second relies on modifying the target DNA already in solution; the protein-DNA complex forms before translocation, but is then transported as a whole across the pore [38] [39] [40] .
Timp and co-workers reported for the first time on the capability of synthetic nanopores for sensing protein-DNA complexes [41, 42] . They detected a restriction enzyme bound to a specific sequence of dsDNA using 2.5 nm Si 3 N 4 nanopores and observed different voltage thresholds compared with mutated dsDNA [41, 42] . Dekker and coworkers later examined the translocation of coated dsDNA with a DNA-repair protein (RecA). They showed local detection of protein along DNA with a spatial resolution of 8 nm [39] (Figure 2c ). In 2010, Meller and coworkers demonstrated the synchronous optical and electrical detection of protein-DNA complexes through a 4 nm synthetic solid-state nanopore [43] . This method involves a customized TIRF (total internal reflection fluorescence) and labelled avidin protein bound to biotinylated dsDNA with an ss overhang.
The same group also demonstrated the detection of specific DNA sequences by hybridizing dsDNA with PNA through sub-5 nm Si 3 N 4 pores. This technique differs from above as the sequence detection is only performed by changes in blockade ionic current upon translocation of individual DNA and PNA-DNA molecules [44] .
Han et al. [38] used 20-30 nm Si 3 N 4 nanopores in an attempt to detect an interaction of IgG and β-hCG (β-human chorionic gonadotropin) proteins. Failing to observe distinct translocation events directly, they suggested that the complex is too fast to be detected (KCl solution, pH 6.0) owing to the high electrophoretic mobility of the complex under these conditions [38] . However, they could still probe the interaction of IgG and β-hCG by performing a dose-response experiment and monitoring the translocation frequency of IgG: by adding β-hCG to a mixture of IgG and ovalbumin, they observed a decrease in translocation frequency of IgG as a function of β-hCG concentration, indicating that IgG indeed binds to β-hCG under the conditions used.
One of the challenges of nanopore-based protein sensing is clogging of protein inside the pore and absorption of protein on the nanopore wall. Mayer and colleagues addressed this problem by introducing the 'fluid-wall technology', originally inspired by olfactory processes in insects [45] . In their work, solid-state nanopores were coated with a fluid lipid bilayer which remains mobile on the solid substrate. First of all, this allows modification of surface chemistry and tuning of pore diameter by changing the bilayer headgroups and length. Secondly, it permits incorporation of specific molecular receptors into the bilayer, providing specificity with regard to species in solution. Dilute protein samples can thus be pre-concentrated on the surface and translocated while surface-bound [45] .
Conclusions
Nanopore sensing has seen considerable progress in detection of single molecules in recent years. The present review outlines some important developments and applications of solid-state nanopore sensing with particular focus on detecting submolecular features. Many applications are still at an early stage, but have significant potential for biochemical assays, DNA sequence analysis, epigenetics, gene profiling and molecular barcoding. The relative ease of integrating solid-state nanopore sensors into lab-on-a-chip platforms and straightforward wafer-scale fabrication of these devices adds prospects of their use as a sensing technology outside research laboratory in the future.
